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Abstract

COGNIT is an Al-enabled Adaptive Serverless Framework for the Cognitive Cloud-Edge
Continuum that enables the seamless, transparent, and trustworthy integration of data
processing resources from providers and on-premises data centres. The continuum and
their automatic and smart adaptation to optimise where and how data is processed
according to application requirements, changes in application demands and behaviour, and
the operation of the infrastructure in terms of the main environmental sustainability
metrics. This standalone document comprehensively describes the research and
development carried out across the different tasks within WP4 “Al-enabled Distributed
Serverless Platform and Workload Orchestration” during the whole project in accordance
with the COGNIT architecture, and provides details about the development and
integration activities associated to key components of the COGNIT Framework such as the
Cloud-Edge Manager and Al-Enabled Orchestrator.
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Executive Summary

This is the fifth and final “COGNIT Serverless Platform - Scientific Report” produced in WP4
“Al-enabled Distributed Serverless Platform and Workload Orchestration”. It is a
standalone document that describes in detail the research activities and the work carried
out during the whole project to achieve the complete implementation and subsequent
integration of the Software Requirements linked to these main components of the
COGNIT Framework under WP4:

Cloud-Edge Manager

SR4.1 Provider Catalogue

Implement a backend to persist information about the available providers that
can be used to extend the capacity of the COGNIT infrastructure

SR4.2 Edge Cluster Provisioning

The Cloud-Edge Manager must be able to provision Edge Clusters as a set of
software-defined compute, network, storage on any cloud/edge location

SR4.3 Serverless Runtime Deployment

The Cloud-Edge Manager must be able to deploy Serverless Runtimes as
Virtualized Workloads within an Edge Cluster.

SR4.4 Metrics, Monitoring and Auditing

Edge-Clusters monitoring, Serverless Runtimes metrics collection and
continuous security assessment.

SRA4.5 Authentication and authorization

Authentication and authorization mechanisms for accessing cloud-edge
infrastructure resources by the devices for offloading workloads.

SRA4.6 Plan Executor:

Plan Executor is responsible for the execution of plans produced by the
Al-Enabled Orchestrator related to the placement and migration of Serverless
Runtimes within an Edge Cluster.

Al-Enabled Orchestrator

SR5.1 Building Learning Models:

Provide Al/ML models based on collected metrics from the Cloud-Edge
Manager monitoring service related to Edge Clusters, Serverless Runtimes, and
infrastructure usage.
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e SR5.2 Smart management of Cloud-Edge resources:

Al-Enabled Orchestrator is responsible for managing and optimizing the
lifecycle of Edge Clusters and serverless runtimes within Edge Clusters

according to the application requirements, infrastructure and virtual resource
usage, and energy-aware policies.
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1. Introduction

This document describes the Al-enabled Distributed Serverless Platform and Workload
Orchestration components of the COGNIT Framework implemented under WP4.

The implementation follows a MAPE-K (Monitor, Analyze, Plan, Execute, Knowledge)
autonomic computing architecture, which enables COGNIT to autonomously manage and
optimize resources across the cloud-edge continuum.

The MAPE-K architecture is foundational to the COGNIT design, enabling a proactive and
automated approach to infrastructure management. By using predictions to anticipate
workload changes, identify optimization opportunities, and execute infrastructure
adaptations before performance degradation occurs, COGNIT continuously optimizes
resource allocation, minimizes energy consumption, and maintains service quality across
the distributed cloud-edge continuum, acting on predictions rather than waiting for issues
to manifest.

The following components have been developed and integrated to realize the MAPE-K
architecture:

Cloud-Edge Manager (Section 2): The core infrastructure management component
implemented using OpenNebula, extended with COGNIT-specific components. It provides:

e Provider Catalogue (SR4.1): Unified abstraction layer for managing multi-provider
infrastructure through OpenNebula OneForm, enabling seamless integration of
resources from public cloud providers, private clouds, and edge locations.

e Edge Cluster Provisioning (SR4.2): Automated provisioning of complete Edge
Clusters using declarative infrastructure-as-code approaches through OneForm,
deploying compute, storage, and networking resources across heterogeneous
providers.

e Serverless Runtime Deployment (SR4.3): Lifecycle management of Serverless
Runtime workloads using OneFlow Services, enabling automated deployment,
scaling, migration, and termination of Serverless Runtimes across Edge Clusters.

e Metrics, Monitoring and Auditing (SR4.4): Comprehensive monitoring system using
customized OpenNebula probes that collect infrastructure metrics, energy
consumption data, and application performance metrics, integrated into the
OpenNebula Monitoring System.

e Authentication and Authorization (SR4.5): Token-based authentication using
Biscuit tokens, providing secure, decentralized verification and multi-tenant
isolation across the distributed cloud-edge continuum.

e Plan Executor (SR4.6): Execution engine that translates Al-Enabled Orchestrator
optimization plans into concrete OpenNebula API calls, enabling autonomous
infrastructure management operations.

Al-Enabled Orchestrator (Section 3): Smart resource management component that
provides predictive analytics and optimization capabilities:

e Building Learning Models (SR5.1): Al/ML models and extensions to the
OpenNebula AlOps SDK that enable predictive analytics for proactive resource
management. The extension adds OneFlow Service-specific predictions for
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Serverless Runtime scaling requirements, workload forecasting, and performance
prediction. The Device Load Forecasting component estimates device workload by
aggregating system-wide metrics from OneFlow services, enabling informed
device-to-cluster assignment decisions.

Smart Management of Cloud-Edge Resources (SR5.2): Multi-level optimization
through the Multi-Cluster Optimizer (global device-to-cluster assignments) and
Cluster Optimizer (intra-cluster placement and workload optimization), both
incorporating energy-aware policies to minimize interference, energy usage and
carbon footprint.

COGNIT implements a MAPE-K loop (shown in Figure 1.1) as described in the following:

Monitor. Monitoring is performed by the Cloud-Edge Manager using customized
probes integrated within the OpenNebula monitoring system, which collect metrics
from hosts, VMs, and applications. These metrics include infrastructure health,
resource utilization, energy consumption (via Scaphandre integration), and
application performance metrics (via Prometheus exporters on Serverless Runtime
VMs).

Analyze. The Al-Enabled Orchestrator performs Analysis via ML models that predict
workloads and identify optimization opportunities. The extended OpenNebula
AlOps SDK processes historical metrics through ML models (including Regressions,
ARIMA, Fourier analysis, and gradient boosting techniques) to generate predictions
for Serverless Runtime scaling requirements and workload forecasting.

Plan. The Al-Enabled Orchestrator performs Planning via optimization algorithms
that generate optimal resource allocations. The Multi-Cluster Optimizer optimizes
device-to-cluster assignments across the entire cloud-edge continuum, while the
Cluster Optimizer optimizes Serverless Runtime placement within individual Edge
Clusters.

Execute. The Plan Executor performs Execution by translating plans into
OpenNebula API calls to deploy, migrate, or power off Serverless Runtime VMs.
Plans are expressed as XML documents and executed sequentially, with
dependency handling, retry logic, and error recovery.

Knowledge. The Knowledge base is distributed across multiple storage systems:
SQLite databases distributed on all hosts store time-series metrics collected by
monitoring probes, metrics are also pushed to the central OpenNebula database
available in the OpenNebula frontend for infrastructure state and monitoring data,
the OpenNebula AlOps SDK provides access to metrics from both the distributed
host databases and the central database, and a shared SQLite database stores
device-to-cluster assignments, application requirements, and estimated loads. This
knowledge is continuously updated as metrics are collected, plans are executed,
and optimization results are fed back to refine ML models and improve future
decisions.
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Figure 1.1: MAPE-K architecture diagram showing how COGNIT components
implement the autonomic computing loop.

The following subsections provide detailed descriptions of each software requirement,
presenting the final state of the implementation and integration.
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2. Cloud-Edge Manager

The Cloud-Edge Manager is the core infrastructure management component of the
COGNIT Framework, responsible for orchestrating distributed cloud-edge continuum
resources across multiple providers and on-premises locations. The Cloud-Edge Manager is
implemented using OpenNebula, extended with COGNIT-specific components and
integrations.

Its primary responsibilities include:

Multi-provider infrastructure management through the Provider Catalogue,
enabling seamless integration of resources from public cloud providers, private
clouds, and edge locations.

Automated Edge Cluster provisioning using declarative infrastructure-as-code
approaches that deploy complete, pre-configured Edge Clusters with networking,
storage, and compute resources.

Serverless Runtime lifecycle management orchestrating the deployment, scaling,
migration, and termination of Serverless Runtime workloads across Edge Clusters.
Comprehensive monitoring and metrics collection capturing infrastructure health,
resource utilization, energy consumption, and application performance metrics for
real-time operational decisions and Al/ML model training.

Fine-grained authentication and authorization using token-based mechanisms
that secure device access to Edge Cluster resources while maintaining
multi-tenancy isolation.

Plan execution capabilities that translate Al-Enabled Orchestrator decisions into
concrete infrastructure operations, enabling smart, data-driven resource
optimization.

The following subsections provide detailed descriptions of each software requirement
(SR4.1-SR4.6), synthesizing the work performed across all development cycles and
presenting the final state of the implementation.

2.1 [SR4.1] Provider Catalogue

2.1.1 Description

The Provider Catalogue is a component of the COGNIT Framework that addresses the
management of a heterogeneous cloud-edge continuum spanning multiple infrastructure
providers: public cloud providers, private cloud installations, on-premises data centers, and
geographically distributed edge locations. The Provider Catalogue provides a unified
abstraction layer that enables the COGNIT Framework to discover, register, configure, and
manage connectivity to these disparate infrastructure providers through a standardized
interface.

2.1.2 Architecture

The Provider Catalogue is implemented as part of OpenNebula OneForm, a Ruby-based
Sinatra application that extends OpenNebula with advanced multi-provider provisioning
capabilities. OneForm was developed within the European IPCEI-CIS project and has been
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integrated into the COGNIT Framework to satisfy SR4.1 and SR4.2 requirements. The
Provider Catalogue component specifically manages the registration and lifecycle of
infrastructure providers, storing provider metadata as OpenNebula Document JSON
objects within the OpenNebula database.

A Provider in the COGNIT context represents a connection to a specific infrastructure
source, encapsulating all necessary information to authenticate, authorize, and interact
with that provider's API.

The Provider Catalogue plays a foundational role in the COGNIT Framework's
multi-provider strategy:

Infrastructure Discovery: During initial deployment, COGNIT administrators
register available infrastructure providers through the OneForm API or web
interface.

Edge Cluster Provisioning Prerequisite: Before deploying an Edge Cluster (SR4.2),
the Al-Enabled Orchestrator or administrator selects a target provider from the
catalogue. The selected provider's connection parameters and driver are used to
orchestrate the infrastructure provisioning process.

Device Application Requirements: Device Clients can specify a list of providers in
their application requirements, constraining function execution to Edge Clusters
that are associated with providers in the catalogue. When a device submits an
application requirement with provider constraints, the COGNIT Frontend and
Al-Enabled Orchestrator filter available Edge Clusters to only those provisioned
through the specified providers. This enables organizations to enforce data
sovereignty, compliance requirements, or cost optimization policies by restricting
workload execution to specific infrastructure providers.

2.1.3 Data Model

Each Provider in the catalogue contains the following key information:

Identity and metadata: Provider name and description.

Driver specification: Identifies the provisioning driver responsible for translating
high-level provisioning requests into provider-specific API calls.

Connection parameters: Authentication credentials, APl endpoints, region
identifiers, and other provider-specific connection details required to establish
secure communication channels.

User input schemas: Defines configurable parameters that users can customize
when provisioning Edge Clusters on this provider (e.g., instance types, network
configurations, storage options).

Provision tracking: Maintains a list of all Edge Cluster provisions currently
deployed on this provider, enabling resource accounting and dependency
management.

2.1.4 API & Interfaces

The Provider Catalogue exposes a RESTful API through OneForm that allows it to perform
provider management operations. The API supports complete CRUD (Create, Read,
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Update, Delete) operations on providers, with validation ensuring data consistency and
integrity, as described in the following table:

Action

Verb

Endpoint

Request Body

Response

List all
providers

GET

/providers

None

200 OK with
JSON array of
providers

Get provider
details

GET

/providers/:id

None

200 OK with
provider JSON
object

404 Not Found
if provider
doesn't exist

Create new
provider

POST

/providers

Provider JSON
template

201 Created
with provider
ID

400 Bad
Request for
validation
errors

Update
provider

PUT

/providers/:id

Partial provider
JSON

200 OK with
updated
provider
400 Bad
Request for
validation
errors

409 Conflict if
provision
dependencies
exist

Delete provider

DELETE

/providers/:id

None

204 No Content
on success

409 Conflict if
active
provisions exist
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Action Verb Endpoint Request Body | Response

404 Not Found
if provider
doesn't exist

Get provider GET /providers/:id/pa | None 200 OK with
driver path th filesystem path
to driver

Table 2.1.1: Provider Catalogue API Specification

2.2 [SR4.2] Edge Cluster Provisioning
2.2.1 Description

An Edge Cluster is a self-contained, geographically localized cloud infrastructure unit
consisting of compute resources (hypervisor hosts), storage systems (image datastores,
system datastores), and networking infrastructure (public and private networks). Each
Edge Cluster serves as an execution environment for Serverless Runtimes, providing the
computational substrate necessary to execute functions offloaded from Device Clients
while satisfying application requirements for latency, data locality, confidential
computing, and provider constraints.

2.2.2 Architecture

COGNIT addresses this challenge by integrating OpenNebula OneForm, which provides
declarative infrastructure-as-code capabilities for Edge Cluster provisioning. OneForm
enables administrators to define Edge Clusters through high-level specifications that
encapsulate the desired state: target provider, resource quantities (number of hosts,
network ranges, storage capacity), and configuration parameters. OneForm translates
these specifications into provider-specific infrastructure operations, executes the
provisioning workflow, monitors progress, handles failures gracefully, and automatically
registers the provisioned resources with the Cloud-Edge Manager for lifecycle
management.

OneForm provides several key capabilities that are essential for COGNIT's Edge Cluster
provisioning:

e Multi-provider Support: OneForm supports provisioning Edge Clusters across
multiple cloud providers and on-premises infrastructure, enabling COGNIT to
deploy resources wherever they are needed.

e Declarative Provisioning: Edge Clusters are defined through declarative templates
that specify the desired infrastructure state, enabling reproducible deployments
and version-controlled infrastructure configurations.

e State Management: OneForm tracks infrastructure state throughout the
provisioning lifecycle, enabling incremental updates, resource destruction, and
drift detection.
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e Dynamic Scaling: Edge Clusters can be scaled up (adding hosts) or scaled down
(removing hosts) post-deployment to adapt to changing workload demands,
enabling COGNIT to respond to workload fluctuations within specific geographic

regions.

e Elastic IP Management: Public IP addresses are allocated dynamically through
IPAM (IP Address Management) drivers specific to each provider, with automatic

address range expansion and contraction based on demand.

2.2.3 API & Integration

OneForm exposes a RESTFful API that is integrated into the Cloud-Edge Manager, enabling
programmatic Edge Cluster provisioning and management. The APl is accessible through
the Cloud-Edge Manager's web interface. The main endpoints relevant for COGNIT

integration include:

Action

HTTP Method

Endpoint

Description

List provisions

GET

/provisions

Retrieve all Edge
Cluster provisions
(optionally
including
completed ones)

Get provision

GET

/provisions/:id

Get detailed
information about a
specific Edge
Cluster provision

Create provision

POST

/provisions

Create a new Edge
Cluster provision
specification

Start provision

POST

/provisions/:id/sta
rt

Begin the
provisioning
process for an Edge
Cluster

Scale provision

POST

/provisions/:id/sca
le

Scale an existing
Edge Cluster (add
or remove hosts)

Deprovision

POST

/provisions/:id/dep
rovision

Remove an Edge
Cluster and
deprovision its
resources
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Action HTTP Method | Endpoint Description
Recover provision POST /provisions/:id/rec | Retry a failed
over provisioning

operation from a
specific state

Table 2.2.1: OneForm API Endpoints for Edge Cluster Provisioning

2.3 [SR4.3] Serverless Runtime Deployment
2.3.1 Description

Serverless Runtime Deployment addresses the challenge of managing the execution
environment for offloaded functions within the COGNIT Framework. A Serverless Runtime
is a lightweight, specialized virtual machine instance that executes user functions
submitted by Device Clients through the Edge Cluster Frontend.

Serverless Runtimes are dynamically provisioned, scaled, and terminated based on
application demand, embodying the serverless computing paradigm where infrastructure
management is abstracted from application developers.

2.3.2 Architecture & Components

The Cloud-Edge Manager orchestrates Serverless Runtime deployment using OpenNebula
OneFlow, a multi-VM service orchestration component that treats groups of virtual
machines as single logical entities.

The Serverless Runtime deployment component provides the following key capabilities:

e OneFlow Service-Based Deployment: Serverless Runtimes are deployed as
OpenNebula OneFlow Services, enabling multi-VM orchestration where groups of
virtual machines are managed as single logical entities. Service templates define
roles (FaaS execution units), dependencies, elasticity policies, and lifecycle
management rules.

e Flavour-Specific Templates: Pre-configured VM templates exist for each COGNIT
use case (SmartCity, WildFire, Energy, Cybersecurity), with pre-installed libraries,
executables, and tools tailored to specific application requirements. These
templates are built using KIWI and pre-populated in the Cloud-Edge Manager
during OpsForge deployment.

e Smart Placement: The Al-Enabled Orchestrator provides smart placement and
migration of Serverless Runtimes based on predicted workloads, energy usage, and
multi-objective optimization algorithms. Placement decisions consider host
capacity, power consumption, resource contention, and data locality.

e Automatic Scaling: Serverless Runtimes can be automatically scaled up or down
based on queue depth metrics, workload predictions, and performance indicators.
The Edge Cluster Frontend exposes scaling endpoints that enable the Al-Enabled
Orchestrator to dynamically adjust Serverless Runtime cardinality, with graceful
drain algorithms preventing interruption of in-flight executions.
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e Monitoring Integration: Serverless Runtimes integrate with Cloud-Edge Manager
monitoring system for metrics collection, including CPU utilization, memory usage,
queue depths, and execution status. These metrics inform scaling decisions and
enable the Al-Enabled Orchestrator to make data-driven optimization choices
[SR4.4].

e Secure Authentication: Biscuit token-based authentication is integrated for
Serverless Runtime operations, replacing username/password authentication with
cryptographically secure, capability-based tokens that support fine-grained access
control and delegation [SR4.5].

2.3.3 Data Model

A Serverless Runtime OneFlow Service is represented as a JSON document:

JSON
{
"name": "Serverless-Runtime-Nature-Finland",
"deployment": "straight",
"description”: "Serverless Runtime for Nature use case in Helsinki"
"roles": [
{

"name": "FaaS",
"cardinality": 3,
"“vm_template": 42,
"elasticity_policies": [

{
"type": "CHANGE",
"adjust": 1,
"expression": "CPU > 80",
"period_number": 2,
"period": 60

}

1,

"scheduled_policies": []

"vm_template_contents": "CPU=\"1.0\" MEMORY=\"2048\" VCPU=\"2\"
CONTEXT=[COGNIT_FLAVOUR=\"nature\", RABBITMQ_HOST=\"10.0.1.5\",
EDGE_CLUSTER_FRONTEND=\"http://192.168.1.50:1339\"]
PROMETHEUS_EXPORTER=\"9100\" READY_SCRIPT=\"nc -vz localhost 8066\""

}
]
}

In the Following a description of the key attributes:
e cardinality: Number of Serverless Runtime VMs to deploy for this role.
e vm_template: D of the OpenNebula VM template to use for instantiation.
e elasticity_policies: Automatic scaling rules. The example policy scales up by
1 VM if CPU utilization exceeds 80% for 2 consecutive 60-second periods.
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e vm_template_contents: Additional VM attributes merged with the base VM
template, enabling runtime customization without modifying the base template.
Includes contextualization variables, scheduling constraints, and resource
specifications.

2.3.4 API & Interfaces

The Cloud-Edge Manager exposes Serverless Runtime deployment operations through the
OpenNebula OneFlow REST API:

Action Verb Endpoint Request Body | Response
Instantiate POST /service_template | {"merge_temp | 201 Created
Service (deploy /:template_id/act |late": with service ID
Runtime) ion {...}}
Get Service GET /service/:id None 200 OK with
(Runtime) info service JSON
Scale Service POST /service/:id/scal | {"role": 200 OK
(Runtime) e "FaaS",

"cardinality

": 5}
Delete Service |DELETE | /service/:id None 204 No Content
(Runtime)
Recover Service | POST /service/:id/reco | None 200 OK (retry

ver failed
operations)

Table 2.3.1: Serverless Runtime Deployment API Specification

Serverless Runtime deployment is triggered by multiple actors in the COGNIT ecosystem:

1. COGNIT Frontend - Initial Deployment: When a Device Client registers application
requirements for the first time, the COGNIT Frontend pre-deploy Serverless
Runtimes in the assigned Edge Cluster to reduce cold-start latency. This proactive
provisioning ensures that when the device first offloads a function, execution
begins immediately without waiting for VM instantiation.

2. Edge Cluster Frontend - Scaling Operations: The Edge Cluster Frontend exposes a
/v1/scale endpoint that the Al-Enabled Orchestrator invokes to adjust
Serverless Runtime cardinality based on workload predictions and queue depth

metrics.

3. Al-Enabled Orchestrator - Placement Optimization: When deploying new
Serverless Runtimes, the Al-Enabled Orchestrator computes optimal host
assignments based on predicted resource requirements, power consumption, data
locality, and hardware capabilities (GPU, TEE). The scheduler drivers integrated with
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Cloud-Edge Manager ensure that VMs are placed on hosts that maximize
performance while minimizing energy consumption.

2.4 [SR4.4] Metrics, Monitoring and Auditing
2.4.1 Description

Metrics, Monitoring, and Auditing form the observability foundation of the COGNIT
Framework, providing comprehensive visibility into infrastructure health, resource
utilization, application performance, power consumption. These capabilities serve dual
purposes: enabling real-time operational decisions by the Al-Enabled Orchestrator, and
supplying training data for machine learning models that predict workloads, optimize
placements, and proactively adapt to changing conditions.

Traditional cloud monitoring systems Focus on infrastructure metrics (CPU usage, memory
consumption, network throughput) but lack visibility into edge-specific concerns: energy
consumption, geolocation, latency characteristics, and application-level performance.
COGNIT extends OpenNebula's native monitoring infrastructure with specialized
components that capture these edge-critical metrics.

2.4.2 Architecture & Components

The monitoring architecture integrates metrics collection through the OpenNebula
Monitoring System?, which uses a probe-based architecture to collect metrics from various
sources. COGNIT extends this system with custom probes for Scaphandre energy metrics
and Serverless Runtime application metrics.

The OpenNebula Monitoring System provides a framework for collecting, storing, and
accessing infrastructure and application metrics. The system uses monitoring probes that
run on hypervisor hosts and collect metrics from various sources, storing them in
OpenNebula's database and making them accessible through the OpenNebula API and
metadata attributes.

Scaphandre Energy Monitoring: Scaphandre is deployed as a system daemon on each
hypervisor host, continuously monitoring CPU power consumption using RAPL interfaces
exposed by modern Intel and AMD processors (requires Linux kernel = 6.0 for AMD Ryzen).
Scaphandre correlates CPU time consumed by each process with overall power
consumption, producing per-process power estimates in microwatts. For COGNIT, each
Serverless Runtime VM is a distinct process, enabling per-VM energy attribution. A custom
OpenNebula monitoring probe pulls metrics from the Scaphandre Prometheus exporter
and integrates them into OpenNebula's monitoring system. The probe reads host-level and
VM-level power consumption metrics, correlating them with OpenNebula VMs using the
one-<vm_id> naming convention. These metrics are stored in OpenNebula's database
and exposed through host and VM metadata attributes.

’https://docs.opennebula.io/7.0/product/cloud_system_administration/resource_monitoring/monit
oring_system
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Serverless Runtime Application Metrics Probe: Serverless Runtime VMs expose
Prometheus exporters on port 9100 that report execution-specific metrics: function
execution count, execution duration, parameter sizes, error rates, and queue depth
(RabbitMQ messages_ready counts). A custom OpenNebula monitoring probe uses the
QEMU Guest Agent to execute curl localhost:9100/metrics inside each Serverless
Runtime VM, fetches the Prometheus metrics, and parses them to extract
application-specific data.

Geocoder Integration: An OpenNebula hook triggered when hosts enter the MONITORED
state. The hook extracts the host's public IP address, queries the geocoder API to obtain
latitude and longitude coordinates, and updates the host's template with a GEOLOCATION
attribute (e.g., GEOLOCATION="60.1699,24.9384" for Barcelona). This metadata is
static, so it's only computed once during host registration.

2.4.3 Data Model

Monitoring data is structured hierarchically:

Host-Level Metrics:

CPU: Total CPU utilization (%), per-core utilization, CPU frequency.

Memory: Total memory (MB), used memory, cached memory, available memory.
Network: Bytes transmitted/received, packet counts, error counts.

Disk: I/O operations per second, read/write throughput, disk utilization.

Power: Total host power consumption (microwatts), trend over time.
Geolocation: Latitude and longitude coordinates (static metadata).

VM-Level Metrics:

e Resource Usage: CPU usage (%), memory usage (MB), disk I/O, network
throughput.

e Power Consumption: Estimated VM power usage (microwatts), derived from
Scaphandre process metrics.

e Application Metrics: Function execution count, execution duration histogram, error
rate, current queue depth.

e State: VM lifecycle state (RUNNING, POWEROFF, SUSPENDED, UNKNOWN).

Monitoring data flows through several consumption paths:

1. OpenNebula API and Metadata: All collected metrics are stored in OpenNebula's
database and accessible through the OpenNebula API. Metrics are also exposed as
VM and host metadata attributes, enabling direct querying by other COGNIT
components without requiring external monitoring systems.

2. Al-Enabled Orchestrator Runtime Decisions: The orchestrator queries
OpenNebula's APl and metadata for current metrics (CPU, memory, queue depth,
power consumption) to inform placement decisions. For example, when deploying a
new Serverless Runtime, the orchestrator selects the host with sufficient available
capacity and lowest projected power consumption based on metrics collected by
the monitoring probes.
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3. Al-Enabled Orchestrator Training Data: Historical metrics stored in OpenNebula's
database can be exported for ML model training. The extended OpenNebula AlOps
SDK accesses these metrics to train models that predict future workloads based on
historical patterns, enabling proactive scaling and optimization.

4. Real-Time Operational Visibility: Metrics collected by OpenNebula monitoring
probes are accessible through OpenNebula's web interfaces and API, providing
administrators and the Al-Enabled Orchestrator with real-time visibility into host
health, VM status, application performance, and energy consumption trends.

2.5 [SR4.5] Authentication and Authorization
2.5.1 Description

Authentication and Authorization mechanisms secure access to COGNIT Framework
resources, enforcing identity verification and access control policies across the distributed
cloud-edge continuum. In the COGNIT architecture, authentication challenges are
particularly complex due to the multi-tier, multi-tenant nature of the system: devices
authenticate with the COGNIT Frontend, the Frontend authenticates with the Cloud-Edge
Manager, and Edge Cluster Frontends needs to authenticate and authorize devices when
executing functions.

Traditional username/password authentication is inadequate for this environment due to
security vulnerabilities (password reuse, credential leakage), operational challenges, and
architectural mismatches (stateless token-based systems scale better than session-based
systems). COGNIT addresses these challenges through cryptographic token-based
authentication using Biscuit tokens, a modern authorization token format that supports
decentralized verification, attenuation (token capability restriction), and expiration
policies.

Biscuit is a bearer token format designed for distributed systems; Biscuit tokens can be
attenuated (restricted) by intermediate parties without access to the original signing key.
This enables powerful delegation patterns: a token issued by the COGNIT Frontend can be
attenuated by the Edge Cluster Frontend to restrict its capabilities before passing it to a
Serverless Runtime.

2.5.2 Architecture & Components

The core component of the authentication system is the Biscuit Authentication Driver,
implemented as a Ruby script that conforms to OpenNebula's authentication driver
interface specification. OpenNebula's authentication system is designed with a modular
architecture where external authentication drivers can be plugged in to support various
authentication methods (LDAP, Active Directory, custom token systems, etc.). The Biscuit
Authentication Driver leverages this extensibility to introduce Biscuit token verification
into OpenNebula's authentication workflow.

The following components provide the authentication and authorization mechanism in
COGNIT.

The Biscuit Authentication driver:

Version 2.0 1 March 2026 Page 22 of 40



SovereignEdge.Cognit=101092711 D4.5 COGNIT Serverless Platform - Scientific Report - e

1. Receives authentication requests from OpenNebula's API server containing
username and token.

2. Retrieves the user's public key from OpenNebula's database (stored in the
password field).

3. Invokes the Biscuit CLI tool to verify the token signature against the public key.

4. Parses the Biscuit CLI output to extract verification results (valid/invalid, expiration
status, embedded facts).

5. Returns success or failure to OpenNebula, which grants or denies API access
accordingly.

The Biscuit CLI is a standalone executable that provides token generation, verification,
inspection, and attenuation operations. COGNIT uses the CLI for:
e Keypair Generation: biscuit keypair generates Ed25519 private and public
keys.
e Token Creation: biscuit generate <private_key> <authority_block>
creates a new token with specified capabilities.
e Token Verification: biscuit inspect <token> --public-key
<public_key> verifies token validity.
e Token Attenuation: biscuit attenuate <token> <attenuation_block>
adds restrictions to an existing token.

The COGNIT Frontend exposes a /v1/public_key endpoint that returns its Biscuit
public key. Edge Cluster Frontends fetch this key on startup and cache it in memory. When
a device submits a function execution request, the Edge Cluster Frontend verifies the
device's token using this public key, ensuring the token was issued by the COGNIT
Frontend.

The authentication flow for a function execution request is as follow:

1. Device Authentication: Device sends credentials to COGNIT Frontend
/v1/authenticate endpoint.

2. Token Issuance: Frontend validates credentials against OpenNebula's user
database, generates Biscuit token, returns token to device.

3. Application Requirements Registration: Device sends application requirements to
/v1/app_requirements with Biscuit token in header. Frontend verifies token, stores
requirements.

4. Cluster Assignment: Device queries /v1/app_requirements/{id}/ec_fe with Biscuit
token. Frontend verifies token, returns assigned Edge Cluster Frontend endpoint.

5. Function Execution: Device sends function execution request to Edge Cluster
Frontend with Biscuit token. Frontend verifies token using COGNIT Frontend's
public key, authorizes request, dispatches execution.

2.5.3 API & Interfaces

Authentication occurs at multiple API boundaries:
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API Boundary Authentication Method Token Type
Device — COGNIT Frontend | HTTP Basic Auth Username/password
COGNIT Frontend — Biscuit token in Biscuit token (signed by
Cloud-Edge Manager OpenNebula API Frontend)

credentials
Device — Edge Cluster Biscuit token in HTTP token | Biscuit token (issued by
Frontend header Frontend)
Edge Cluster Frontend — (Internal, queue-based, no Execution ID for result
Serverless Runtime explicit auth) correlation

Table 2.5.1: Authentication Methods by APl Boundary

2.6 [SR4.6] Plan Executor
2.6.1 Description

The Plan Executor is the operational component of the COGNIT Framework's Al-driven
orchestration system, responsible for translating high-level optimization plans produced
by the Al-Enabled Orchestrator into concrete infrastructure actions executed by the
Cloud-Edge Manager. This component bridges the gap between smart decision-making and
physical resource management, enabling the Framework to dynamically adapt
infrastructure to changing workload demands, energy availability, and application
requirements.

The Plan Executor was developed as part of the IPCEI-CIS project's new scheduler
architecture for OpenNebula and integrated into COGNIT. It serves as the execution
component of the MAPE-K architecture, enabling the proactive, Al-driven management
capabilities described in the Introduction.

Plans are expressed as XML documents conforming to a predefined schema. Each plan
targets a specific Edge Cluster and contains a sequence of actions to be performed on
Serverless Runtimes. Actions include:

deploy: Provision a new Serverless Runtime on a specified host.
migrate: Live-migrate an existing Serverless Runtime to a different host within the
same Edge Cluster.

e poweroff: Shut down a Serverless Runtime.

The Plan Executor processes plans sequentially, executing actions in order while handling
dependencies and retries on transient failures.
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2.6.2 Architecture & Integration

' A

Cloud Edge Manager

Plan Executor Scheduler Manager
Executes plans Controls scheduler drivers

OpenNebula DB
(stores plans)

Al-Enabled Orchestrator
produces plans

Figure 2.6.1: OpenNebula Resource Scheduler Framework Architecture

The Plan Executor is part of the OpenNebula Resource Scheduler Framework? (see Figure
2.6.1), which was developed in the IPCEI-CIS project. Within this framework, the Plan
Executor receives optimization plans from the Scheduler Manager, which coordinates the
scheduling process and invokes Al-Enabled Orchestrator drivers (schedulers) to generate
plans. The Scheduler Manager and Al-Enabled Orchestrator drivers are described in detail
in Section 3 (Al-Enabled Orchestrator).

The Plan Executor is the execution component that translates XML plans into concrete
infrastructure actions. For each action in the plan:

1. Validation: Verifies that the target VM exists, the source/destination hosts are
operational, and prerequisites are satisfied.

2. Execution: Invokes the appropriate OpenNebula APl method:

- deploy: VM.deploy(host_id, enforce=true)
- migrate: VM.migrate(destination_host_id, live=true, enforce=true)
- poweroff: VM.poweroff(hard=Ffalse)

3. Monitoring: Polls VM state until the action completes (state transitions to
RUNNING for deploy, RUNNING on new host for migrate, POWEROFF for
poweroff).

4. Error Handling: Retries transient errors (e.g., host temporarily unavailable), aborts
plan on irrecoverable errors (e.g., insufficient capacity).

The Plan Executor enables the execution of several smart orchestration capabilities:
1. Proactive Scaling: The Al-Enabled Orchestrator predicts workload increases (based

on historical patterns) and generates plans to deploy additional Serverless
Runtimes before demand arrives, eliminating cold-start latency.

3 https://docs.opennebula.io/7.0/product/cloud_system_administration/scheduler/overview
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2. Energy-Aware Rebalancing: The orchestrator, based on the power consumption
across hosts, generates migration plans to consolidate workloads onto fewer hosts,

enabling idle hosts to enter low-power states

2.6.3 Data Model

Plans are XML documents with the following structure:

XML
<PLAN>
<ID>2</ID> <!-- OpenNebula Cluster ID -->
<ACTION>
<VM_ID>423</VM_ID>
<OPERATION>deploy</OPERATION>
<HOST_ID>12</HOST_ID>
</ACTION>
<ACTION>
<VM_ID>424</VM_ID>
<OPERATION>migrate</OPERATION>
<HOST_ID>15</HOST_ID>
</ACTION>
<ACTION>
<VM_ID>425</VM_ID>
<OPERATION>poweroff</OPERATION>
</ACTION>
</PLAN>

In the following the plan XML schema:

deploy and migrate)

XML Path Description Required
PLAN/ID Edge Cluster identifier Yes
PLAN/ACTION Array of actions to execute | Yes (=1)
PLAN/ACTION/VM_ID Target Serverless Runtime | Yes
VM ID
PLAN/ACTION/OPERATION | Operation type: deploy, Yes
migrate, poweroff
PLAN/ACTION/HOST_ID Target host ID (required for | Conditional

Table 2.6.1: Plan XML Schema
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3. Al-Enabled Orchestrator

The Al-Enabled Orchestrator is a critical component of the COGNIT Framework that
provides smart resource management and optimization capabilities across the cloud-edge
continuum. It addresses the fundamental challenge of efficiently managing distributed
infrastructure resources while satisfying application requirements, minimizing energy
consumption, and optimizing resource utilization. The orchestrator integrates Al/ML
models for workload prediction with optimization algorithms for resource placement and
scaling decisions.

It is structured around two main software requirements:

e Building Learning Models (SR5.1): Al/ML models and predictive analytics based on
metrics from the Cloud-Edge Manager monitoring service (Edge Clusters,
Serverless Runtimes, infrastructure usage). These enable workload prediction,
scaling recommendations, and device load forecasting, informing proactive
resource allocation.

e Smart Management of Cloud-Edge Resources (SR5.2): Multi-level optimization,
global device-to-cluster assignments and scaling (Multi-Cluster Optimizer), and
Serverless Runtime placement and workload balancing within Edge Clusters
(Cluster Optimizer), using energy-aware policies.

Sections 3.1 and 3.2 below provide the detailed description of these two software
requirements.

3.1 [SR5.1] Building learning models

3.1.1 Description

SR5.1 requires providing Al/ML models based on collected metrics from the Cloud-Edge
Manager monitoring service related to Edge Clusters, Serverless Runtimes, and
infrastructure usage. These models enable predictive analytics for proactive resource
management, allowing the COGNIT Framework to anticipate workload changes and
optimize resource allocation before performance degradation occurs.

3.1.2 Architecture & Integration

The learning models capability is implemented through the integration of the OpenNebula
AlOps SDK, developed in the IPCEI-CIS project, which provides Al-driven resource and
application management for OpenNebula deployments.

In COGNIT, the AlOps SDK has been also extended with two main contributions:
1. Extension to OneFlow Services: Support for OneFlow Service-specific predictions,
enabling the orchestrator to:
a. Predict Serverless Runtime Scaling Requirements: Analyze historical CPU,
memory, and queue depth metrics from OneFlow services to predict when
scaling operations are needed
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b. Workload Forecasting: Use time-series analysis to forecast future resource
demands for Serverless Runtimes within Edge Clusters
c. Performance Prediction: Estimate response times and resource utilization
based on current and predicted workload patterns
2. Support for Integration of ML/AI Models: While the AlOps SDK includes classical
standard techniques (such as linear/rigde regression, ARIMA, Fourier analysis, and
gradient boosting), it can support different Al/ML models, including the models
developed in COGNIT.

The extended SDK integrates with Cloud-Edge Manager monitoring infrastructure to
collect metrics from Edge Clusters, Serverless Runtimes, and infrastructure components.
These metrics are processed through ML models to generate predictions that inform
scaling and placement decisions.

The following subsections describe how these extensions are realised in the Python
pyoneai library (the OpenNebula AlOps SDK implementation). The library introduces a
clear entity model, monitoring accessors that aggregate metrics at Service and Cluster
level, and a predictor accessor that feeds ML models with the appropriate time-series for
scaling and placement.

3.1.2.1 OpenNebula AlOps SDK Extensions

To support predictions at the right granularity, both for individual Serverless Runtime VMs
and for whole services or clusters, the SDK distinguishes several entity types.

Each entity is identified by an EntityUID(type, id). The supported types are:
HOST (physical hypervisor),

CLUSTER (OpenNebula cluster, i.e. a group of hosts),
VIRTUAL_MACHINE (e.g. a Serverless Runtime VM),

SERVICE (OneFlow Service as a logical group of VMs),
SERVICE_ROLE (a role within a OneFlow Service, such as "FaaS")

This model allows the orchestrator to request metrics and predictions either per VM or
aggregated per service or per cluster, as needed for scaling and placement decisions.

Monitoring accessors implement a common interface for retrieving time-series metrics.
The BaseMonitoringAccessor provides time-window expansion (with tolerance for the
monitor interval), post-processing such as counter restoration, gap filling, resampling and
interpolation, and metric-type handling (COUNTER, GAUGE, RATE, HISTOGRAM). On top of
this, two aggregating accessors supply Service- and Cluster-level views.

The ServiceAggregatingAccessor exposes OneFlow Service and Service Role metrics
by aggregating VM-level metrics (i.e. Serverless Runtime metrics). It is configured with a
VM monitoring backend and a service topology that maps each service to its roles and the
list of VM IDs per role.

4 https://aithub.com/SovereignEdgeEU-COGNIT/ai-models/tree/main/ml-models
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For a given SERVICE or SERVICE_ROLE entity, the accessor resolves the corresponding
VMs, fetches their time-series from the underlying VM accessor, and aggregates them
along the entity dimension.

The aggregation rule depends on the metric type:
e counters are summed,
e gauges are averaged by default
e rates are summed;
e custom aggregation (min, max, median) can be specified per metric.

The service topology can be updated at runtime via
update_service_topology(service_id, roles) and
get_service_topology(service_id) without recreating the accessor, which is
important when Serverless Runtimes scale and the set of VMs in a service changes.

The ClusterAggregatingAccessor plays the same role at cluster level; it aggregates
host-level metrics according to a cluster topology (cluster ID to list of host IDs). It uses the
same aggregation rules and exposes update_cluster_topology(cluster_id,
host_ids) and get_cluster_topology(cluster_id) for dynamic updates. Thus, the
Al-Enabled Orchestrator can obtain cluster-wide views (e.g. average CPU or total power)
for capacity and placement decisions.

The PredictorAccessor wraps a prediction model and uses an observator accessor (for
example a Service or Cluster aggregating accessor) to retrieve historical time-series. It
requests a history window whose length is determined by the model’s sequence length
and the requested time resolution, then invokes the model’s predict() method to produce
forecasts for the requested instant or period. In this way, the orchestrator can obtain
Service- or Cluster-level predictions (e.g. aggregate CPU or queue depth) directly, so that
scaling and placement logic can work at the appropriate granularity without duplicating
aggregation logic.

Sources Accessors o
Prediction

VMs

VM Accessor [——| Service Aggregating

v

Predictor Accessor —| ML Model

Hosts » | Host Accessor [——| Cluster Aggregating

Figure 3.1.1. Data flow from monitoring sources through accessors to the predictor and ML model.
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Figure 3.1.2. Architecture of the pyoneai extension: topologies, accessors, and predictor feeding
scaling and placement decisions.

Figure 3.1.1 illustrates the conceptual data flow from raw sources (hosts and VMs) through
the accessors to the predictor and ML model. Figure 3.1.2 summarises the architecture:
configuration (service and cluster topologies) drives the aggregating accessors, which in
turn feed the predictor accessor; the predictions are then supplied to the optimizers
(Multi-Cluster Optimizer and Cluster Optimizer), which use them, rather than observations
alone, to produce scaling and placement plans.

3.1.2.2 Device Load Forecasting

The Device Load Forecasting component provides workload estimation for individual
devices by aggregating system-wide metrics from OneFlow services. This component:

e Periodically collects metrics from all OneFlow services deployed across Edge
Clusters, including CPU usage and queue depth metrics from Edge Cluster
Frontends and Serverless Runtimes.

e Predict estimated load for each registered device based on total CPU usage and
backlog.

e Updates device assignments in the shared database with current estimated load
values, enabling the multi-cluster optimizer to make informed decisions about
device-to-cluster assignments.

The component operates as a standalone daemon that periodically queries OpenNebula's
REST APl and OpenNebula database to fetch OneFlow service metrics, processes them to
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calculate device-level load estimates, and updates the shared SQLite database that is used
by both the COGNIT Frontend and the multi-cluster optimizer.

3.1.2.3 Integration within COGNIT Framework

The learning models integrate within COGNIT Framework through several key interfaces:

1. Metrics Collection: The extended AlOps SDK collects metrics from Cloud-Edge
Manager Monitoring system, which monitors Edge Clusters, Serverless Runtimes,
and infrastructure components. These metrics include CPU utilization, memory
usage, network I/O, queue depths, and energy consumption (via Scaphandre
integration).

2. Prediction Generation: ML models process collected metrics to generate
predictions for Serverless Runtime scaling requirements. These predictions are
used by the orchestrator to proactively scale Serverless Runtimes before
performance degradation occurs.

3. Device Database Integration: The Device Load Forecasting component updates
device load estimates in the shared database, which is accessed by the COGNIT
Frontend for initial device-to-cluster assignments and by the multi-cluster
optimizer for global optimization.

4. OneFlow Service Integration: Predictions are specifically tailored for OneFlow
Services, enabling the orchestrator to understand the relationship between
workload patterns and Serverless Runtime cardinality requirements across
different use cases (SmartCity, WildFire, Energy, Cybersecurity).

3.2 [SR5.2] Smart Management of Cloud-Edge Resources

3.2.1 Description

SR5.2 requires the Al-Enabled Orchestrator to manage and optimize the lifecycle of Edge
Clusters and Serverless Runtimes within Edge Clusters according to application
requirements, infrastructure and virtual resource usage, and energy-aware policies. This
capability enables COGNIT to dynamically adapt resource allocation across the cloud-edge
continuum, balancing performance, energy consumption, and cost objectives.

3.2.2 Architecture

Smart resource management is implemented through two complementary optimization
components that operate at different levels of the infrastructure hierarchy.

The Multi-Cluster Optimizer operates at the global level: it assigns devices to Edge
Clusters and determines how many Serverless Runtimes (VMs) each cluster should run,
with the aim of minimizing carbon footprint across the cloud-edge continuum while
respecting application requirements.

The Cluster Optimizer operates at the level of each Edge Cluster: given the set of
Serverless Runtimes (VMs) in a cluster, it decides which host each VM runs on (initial
placement) and periodically rebalances VMs across hosts (workload optimization),
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minimizing energy usage, i.e. power consumption and resource contention within the
cluster.

Together, the Multi-Cluster Optimizer drives which clusters serve which devices and at
what capacity; the Cluster Optimizer then ensures that, within each cluster, VMs are placed
on hosts in an energy-efficient and contention-aware way. Figure 3.2.0 gives a high-level
view of the two components and their scope.

AI-Enabled Orchestrator
Multi-Cluster Optimizer Cluster Optimizer
device — cluster, Serverless Runtime — Host
Serverless Runtime counts allocation
assignments, scaling workload optimization

K

Edge Clusters

assignments, scaling,
workload optimization

Figure 3.2.1. Al-Enabled Orchestrator: Multi-Cluster Optimizer and Cluster Optimizer driving Edge
Clusters (assignments, scaling, workload optimization).

3.2.2.1 Multi-Cluster Optimizer

The Multi-Cluster Optimizer addresses resource management at the global level,
optimizing device-to-cluster assignments across the entire cloud-edge continuum. This
component:

e Reads device-related data from the shared database, including device IDs, current
cluster assignments, application requirements, and estimated load values
calculated by the Device Load Forecasting component.

e Fetches application requirements from the Cloud-Edge Manager using application
requirement IDs, including constraints such as flavour, confidentiality
requirements, provider preferences, and geolocation constraints.

e Filters Feasible clusters for each device based on application requirements,
ensuring that only clusters that can satisfy device constraints are considered.

e Runs Mixed-Integer Linear Programming (MILP) optimization to find optimal
cluster assignments that minimize carbon footprint across all clusters, while
avoiding performance degradation.

e Triggers cluster scaling operations in parallel based on optimization results, calling
Edge Cluster Frontend scaling endpoints to adjust Serverless Runtime cardinality.

e Updates device assignments in the database as clusters finish scaling, ensuring
consistency between optimization decisions and actual resource allocation.
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The Multi-Cluster Optimizer minimizes the greenhouse gas emissions, obtained by
combining carbon intensity and power consumption across clusters. It adjusts the
device-to-cluster assignments and the number of used Serverless Runtimes, according to
the available resources and predicted requirements (including predictions supplied by the
learning models described in Section 3.1).

First, it tries to perform allocation without any resource contention, if feasible in any way,
keeping the clusters running with high performance and additional available capacities.
When that is not feasible, a second optimization run allows contention and penalises it in
the objective so that the solution remains acceptable.

The Multi-Cluster Optimizer operates as a daemon that periodically runs optimization
cycles, reading current device assignments, computing optimal reassignments, and
executing scaling operations. It considers multiple objectives simultaneously: minimizing
energy consumption, reducing carbon footprint, and satisfying application requirements.

The data model used by the Multi-Cluster Optimizer is as follows.

e Each Cluster is characterised by an identifier (ID), current capacity (VM count),
maximum capacity (e.g. total number of CPU cores), a piecewise linear energy
model given as breakpoints (cpu_usage, power), and a carbon intensity value.
Cluster energy breakpoints are derived from host-level CPU_ENERGY and
NUMA/contention data; carbon intensity is taken from the cluster template (e.g.
CARBON_INTENSITY).

e Each Device is characterised by an identifier, a load value (used for the energy
model), a capacity load used for capacity constraints, and the list of feasible cluster
IDs determined from application requirements.

Formally, the optimization problem is a MILP. The inputs to the MILP problem are the set
of all clusters Cand the set of all devices D, with their data, as described above.

The decision variables are:
e Binary assignment variables Xy which determine whether the device D, is assigned

to the cluster Cj, from the list of the suitable clusters for the device
e Integer variables m, which determine the number of VMs assigned to the cluster Cj,

according to X, and predefined VM capacity

The main constraints of the MILP problem are:

e Each deviceis allocated to exactly one cluster: ) X, = 1, For each cluster Cj

4

e The total load (i.e. capacity load) of all devices assigned to a cluster cannot be

higher than the capacity of the cluster: Y xijli < ¢ for each cluster C]_, where , is

l

the capacity of the cluster Cj
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e The number of allocated VMs on a cluster correspond to the number and capacity

load of the devices, for example: ) xijli < n, <y xl,jli + 1, For each cluster Cj, if each

VM has only one CPU core
e The total used capacity of all clusters is between the predefined lower and upper

bounds (Clb and Cub)' if these bounds are provided: ¢, <X n <c,

The objective function is the minimization of the carbon footprint, i.e. greenhouse gas
emission, expressed as the product of the carbon intensity of the cluster (l"j) and the
power consumption of the cluster (Pj), summed across all clusters:

min ), [ P
j.cec I

The power consumption of a cluster Cj is determined as a piecewise linear function of the

total CPU usage of all devices assigned to that cluster, P].(Z xijwl,), where w, is the load (i.e.

l

CPU usage that corresponds to the device Di). This objective function is further penalized if

the CPU contention exists.

Shared DB Multi-Cluster Optimizer Cloud-Edge Manager Edge Cluster Frontend
Read device assignments, loads
Get cluster pool, app requirements
Filter feasible clpisters per device
Build & solve MILP (dejice < cluster, n_vms)
Scale services (target cqrdinality)
Update device « cluster assignments
Shared DB Multi-Cluster Optimizer Cloud-Edge Manager Edge Cluster Frontend

Figure 3.2.2. Multi-Cluster Optimizer: flow from database and Cloud-Edge Manager through MILP
optimization to scaling and database update.

The implementation builds the MILP optimization problem with the PuLP library (class
DeviceOptimizer) and uses the two-step contention strategy in the method
DeviceOptimizer.optimize and wrapper function optimize_contention(). It first
builds Device and Cluster lists from the database and the Cloud-Edge Manager, then calls
the optimizer, and finally triggers scaling and database updates. Figure 3.2.2 summarises
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the flow from the shared database and Cloud-Edge Manager through the optimizer to
scaling and back to the database.

3.2.2.2 Cluster Optimizer

The Cluster Optimizer is a component that addresses resource management at the cluster
level, optimizing workload distribution within individual Edge Clusters. The Cluster
Optimizer implements energy-aware optimization algorithms, using Mixed-Integer Linear
Programming (MILP) optimization that simultaneously minimizes power consumption and
resource contention when placing Serverless Runtimes on hosts within a cluster.

The Cluster Optimizer:
e Uses power consumption metrics to make energy-efficient placement decisions
e Evaluates resource contention by analyzing co-location of Serverless Runtimes on
the same host, predicting interference effects that could degrade performance
e Considers host capacity and current utilization when making placement decisions,
ensuring efficient resource utilization while minimizing energy consumption
e Implements initial placement and workload optimization within a cluster:

o Initial placement: When new Serverless Runtimes are instantiated, the
Cluster Optimizer selects the optimal host based on capacity and requested
resources (this happens during scaling operations).

o Workload optimization: Periodically generates energy-aware optimization
plans to redistribute Serverless Runtimes across hosts within a cluster,
minimizing resource contention and power consumption and reducing
energy usage.

The energy-aware algorithm implemented in the Cluster Optimizer achieves energy
consumption minimization by simultaneously addressing two complementary objectives:
power consumption minimization and resource contention reduction. The energy-aware
policy combines two optimization strategies in a dual-objective approach:

1. Power Consumption Minimization: Minimizes the total power consumed by all
hosts in the cluster by intelligently distributing workloads based on host power
efficiency characteristics.

2. Resource/CPU Contention Reduction: Reduces overall resource contention across
hosts and related performance degradation. By minimizing CPU contention, the
policy ensures that workloads run efficiently, which in turn contributes to energy
efficiency since contention leads to wasted CPU cycles and increased power
consumption.

The Cluster Optimizer analyzes the power consumption profile of each host, using RAPL
(Running Average Power Limit) measurements via Scaphandre integration; evaluates
resource contention patterns, particularly CPU contention, across hosts; and considers the
current CPU usage and workload distribution. It generates optimization plans that
simultaneously: (a) consolidate workloads onto the most power-efficient hosts, (b)
minimize resource contention to ensure efficient CPU utilization, and (c) minimize the
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number of active hosts when possible, allowing less efficient or idle hosts to be powered
down.

By minimizing both power consumption and resource contention simultaneously, the
energy-aware algorithm achieves superior energy efficiency: lower overall power usage
and reduced contention ensure effective CPU utilization and maintained performance,
with fewer active hosts when possible and a lower carbon footprint.

The Cluster Optimizer uses a specific two-step approach that enables the consideration of
both resource contention and power consumption:
e Inthe First step, it applies fuzzy programming and finds the minimal possible
resource contention.
e Inthe second step, it minimizes the power consumption, by constraining the
resource contention to its previously established minimum.

The following subsections report the input variables, decision variables, and objective
functions of the mathematical model used by the Cluster Optimizer. The formulation
implements the two-step approach described above: resource contention is expressed via
fuzzy satisfaction (maximized first), then power consumption is minimized subject to that
contention level.

The inputs to the mathematical model® represent the requirements of all considered VMs
(i.e. Serverless Runtimes), and capacities of the hosts of the Edge Cluster:

e Set of all VMs which need to be allocated to the physical infrastructure,
V=, V, .V}

e Set of all physical nodes, i.e. hosts available to the infrastructure,
H={H,H, . H}

Each VM has the following input variables:

° v;n: the amount of memory requested for Vi, vVi=1,2, .., n
° vf: the number of CPU cores requested for V,vi=1,2 ., n

o vfu: the CPU usage of V, Vi = 1, 2, .., n

Each physical node has the following input variables:

. h;,n: the available memoryon H, vj = 1, 2, .., m

° h}c,: the available number of CPU cores on H],, Vi=1,2,.,m

* The energy-aware algorithms were partially defined in the OneEdge5G project for the initial
placement. In COGNIT, the algorithms have been modified and completely integrated for both
initial placement and workload optimization.
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The combinations of VMs and physical nodes are taken into account with:

° x ' the current allocation of v, which is equal to 1 if V. is currently allocated to Hj
and O otherwise,vi=1,2, .., n,Vj=1,2, ., m

) Si: the set of the indices of all suitable hosts for a virtual machine v,
Vi =1, 2, .., m,i.e. the nodes that are able to satisfy all the requirements of vV,
S, {1,2.,m

° ]Fj: the set of the indices of all VMs for which the allocation to Hj might be a feasible
solution, Vj = 1, 2, .., m, i.e. whose requirements can be satisfied by Hj,
[Fj c{1, 2 .,n}

The main decision variables indicate the VM allocation related to the physical
infrastructure:

° xij: the allocation of Vl, to Hj, which is equal to 1 if VL, will be allocated to H]_ and 0

otherwise, Vi = 1, 2, .., m,Vj € S.

° yj:1 iFHj will be used and 0 otherwise, vj = 1, 2, .., m.

Resource contention is implemented using the fuzzy programming approach, which
maximizes the overall satisfaction related to resource usage. The fuzzy membership
functions are defined in such a way that the level of satisfaction related to a physical node

H_and metric g (CPU Usage), uj, is equal to 1 if the utilization, vl‘_’, is below a predefined

threshold, tj_’, and drops linearly towards zero otherwise:

nf —Zx_vq

jmax icF ijoi
L

q . q q q
= < =
3 1 IFvi <t else W, —L

jmax j

To achieve this, a new continuous nonnegative decision variable uj,’ is added for each node

Hj and quantity g, which represents the satisfaction level and obeys the constraints:
o<pi<1
j

q q
hj,max__Z XY
q < i€F
—_—
Hf - n!

jmax j
The objective is to maximize the overall satisfaction level:

max A

xs@Aﬁ=szm
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The power consumption of a node is approximately expressed as a piecewise linear
function of the CPU usage of all VMs allocated to that node. The piecewise linear function
is defined for each node Hj, vj =1, 2, .., m, with a set of breakpoints whose coordinates

cu .
are (hj,b' ejyb), vb =01, .., P, where:
o hj“li is the CPU usage oFHj for the breakpoint b
°* e, is the corresponding power consumption
e p isthe number of segments (pieces) of the power piecewise linear function for H_
] J

To integrate power piecewise linear functions into the model, two sets of auxiliary
decision variables are added for each node Hj:

* Z, vb =1, 2, .., p; binary SOS2 decision variables that indicate whether the point
whose coordinates are the actual host CPU usage and power consumption is on the
. . cu cu
segment b, i.e. between the breakpoints (€ and (h; e,
. . cu cu cu cu cu
= 1ifand only |th'b_1 < Lg% X, < hj'b and €h g = ig,F E<e,
j j

® S vb =1, 2, .., p; nonnegative continuous decision variables, i.e. segment

variables, that show the exact location of the point on a segment

If the node Hj is running, exactly one of the variables z, must be 1 and all others must be

0. Otherwise, all indicator variables must be 0. This is ensured by adding the following
constraint:

P,
21 Z}b j, Vi=12,..,m

The segment variables are bounded from above with their corresponding indicator

variables:

s <z ,VvVj=12,..,mVb=1,2, .,p.
bj = oy Y P

The following constraints connect the indicator and segment variables with the CPU usage
and power consumption for each host:

p;
cu

cu cu
XU— z h +s. (h., —h Vi=1,2,..,m
lezJ:f b§1 Jb jb=1 j,b( Jib j,b—l) J
P,
cu cu .
E = 2 %8 1b 1 15 b(ej.b B ej,b—l)' vi=12 ., m

b=1

Finally, the total power consumption of all considered physical nodes from H is:
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The strength of this approach comes from the fact that, in many cases, reasonably low
resource contention might correspond to a number of different VM allocation
combinations, possibly with a wide range of power consumption values. It minimizes
resource contention, thus allowing good runtime performance when possible, while
preserving the power consumption as low as possible for the target contention level.

The optimization plans generated by the Cluster Optimizer are executed by the Plan
Executor (described in Section 2.6), which handles VM deployment and migration
operations.

3.2.3 Integration

The smart resource management components integrate with COGNIT through multiple
interfaces:

1. Database Integration: Multi-cluster optimizer accesses the shared SQLite database
to read device assignments and application requirements. The multi-cluster
optimizer updates cluster assignments after optimization.

2. Cloud-Edge Manager Integration: The multi-cluster optimizer queries the
Cloud-Edge Manager to fetch application requirements and cluster metadata. The
cluster optimizer integrates directly with OpenNebula's scheduler framework,
receiving placement requests and optimization triggers from the OpenNebula core
daemon.

3. Edge Cluster Frontend Integration: The multi-cluster optimizer triggers scaling
operations by calling Edge Cluster Frontend scaling endpoints
(/v1/scale?target_cardinality=N), which adjust Serverless Runtime cardinality within
OneFlow services.

4. OneFlow Service Integration: Both optimizers work with OneFlow Services,
understanding the relationship between Serverless Runtime cardinality and
workload capacity.

5. Energy- and Carbon-Aware Policies: Both optimizers incorporate energy-aware
policies, with the multi-cluster optimizer preferring clusters with lower carbon
intensity values that usually correspond to higher renewable energy percentages,
and the cluster optimizer minimizing energy consumption through efficient host
utilization and workload consolidation.

This multi-level optimization approach enables COGNIT to efficiently manage resources
across the entire cloud-edge continuum, from global device-to-cluster assignments down
to individual VM placement within clusters, while satisfying application requirements and
minimizing energy consumption and carbon footprint.
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4, Conclusions

This deliverable presents the final implementation and integration of the Al-enabled
Distributed Serverless Platform and Workload Orchestration components of the COGNIT
Framework, completing all software requirements defined for Work Package 4. The work
described in this document represents a comprehensive achievement in building an
autonomous and smart infrastructure management system for the cloud-edge continuum.

The implementation successfully realizes a complete MAPE-K (Monitor, Analyze, Plan,
Execute, Knowledge) autonomic computing architecture that enables COGNIT to
proactively manage and optimize resources across distributed cloud-edge infrastructure.

The Cloud-Edge Manager provides a robust foundation for multi-provider infrastructure
management through the Provider Catalogue, enabling seamless integration of resources
from public cloud providers, on-premise infrastructures, and edge locations. Edge Cluster
provisioning through declarative infrastructure-as-code approaches ensures consistent,
reproducible deployments across heterogeneous environments. Serverless Runtime
lifecycle management via OneFlow Services enables dynamic scaling, migration, and
optimization of execution workloads. Comprehensive monitoring and metrics collection
provides visibility into infrastructure health, resource utilization, energy consumption, and
application performance. Biscuit token-based authentication and authorization
mechanisms provide secure, decentralized access control across the distributed system.
The Plan Executor bridges the gap between Al-driven optimization decisions and concrete
infrastructure operations, enabling autonomous resource management.

The Al-Enabled Orchestrator delivers smart resource management through predictive
analytics and multi-level optimization. Extensions to the OpenNebula AlOps SDK enable
OneFlow Service-specific predictions for Serverless Runtime scaling requirements,
workload forecasting, and performance prediction. The Device Load Forecasting
component provides workload estimation for individual devices, enabling informed
device-to-cluster assignment decisions. Multi-level optimization through the Multi-Cluster
Optimizer and Cluster Optimizer addresses resource management at both global and
cluster levels, incorporating carbon-aware and energy-aware policies to minimize carbon
footprint and energy consumption while satisfying application requirements.

A key contribution of the work is the integration of energy-aware and carbon-aware
optimization policies throughout the resource management system. The Multi-Cluster
Optimizer minimizes greenhouse gas emissions by considering carbon intensity values
when making device-to-cluster assignments, preferring clusters with higher renewable
energy percentages. The Cluster Optimizer minimizes energy usage through efficient host
utilization and workload consolidation, using power consumption metrics collected via
Scaphandre integration. This dual-level approach to energy optimization enables COGNIT
to address sustainability objectives at both global (cluster selection) and local (Serverless
Runtime placement) levels.
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